3GPP TSG SA WG3 (Security) Meeting #94
S3-190342
28 January – 1 February 2019, Kochi (India)
revision of S3-19xabc
Source:
Nokia, Nokia Shanghai Bell, CableLabs
Title:
Vertical – Conclusion on authentication
Document for:
Approval, Information, Discussion

Agenda Item:
8.15
X
Conclusion
Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

X.Y
Conclusion to Key issue #1 on Authentication
The generic usage of the EAP authentication framework in NPNs is adopted to fulfil the requirement from SA1 on having a flexible authentication framework as described in Key Issue #1.1 

It is proposed to mandate in NPNs one EAP authentication method for each of the following three types of credentials, including 3GPP credentials, certificate-based credentials, and legacy credential such as user names and passwords: 

· EAP-AKA' is mandatory to support for 3GPP-credentials in NPNs, 

· EAP-TLS is mandatory to support for certificate-based credentials in NPNs, and 

· EAP-TTLS is mandatory to support for user credentials in NPNs. 

